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C-2/104/3/0 20 May, 2016
[Transiated Texi)
GOVERNMENT ORDER
Sub: Establishment of Bhutan Computer Incident Response Team (BtCIRT)

The government has undertaken numerous ICT initiatives to enable Bhutan to
build an ICT-enabled knowledge society. Improved online services would mean
increase in digital data and rise in the demand for secure, reliable ICT services with
increased availability. This would require a trusted and central unit to coordinate
cyber security to effectively identfy, defend, respond to and manage cyber threats
within the country. Therefore, the Royal Government has decided to establish the
Bhutan Computer Incident Response Team (BtCIRT) under the Ministry of
Information & Communications as the national and governmental Computer
Incident Response Team.

The BtCIRT shall carry out of the following responsibilities at the national level:

i) Act as a national point of contact for cyber security issues for Bhutanese
people, businesses, government and international agencies within the
countty.

ii) Develop and maintain national incident management capabilities in both
reactive and preventive ways.

iii) Carryout cyber security awareness in the country.

iv) Be a competent source of cyber security information.

v) Coordinate cyber security incident response at the international level on
behalf of the country.

vi) Represent the country in international organizations and fora.

The BtCIRT shall carry out of the following responsibilities at the governmental
level:
i) Monitor cyber secutity threats, identify incidents in governmental networks,
data centers, and national critical ICT and Media infrastructures.
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1) Handle incidents, including having the authority to provide obligatory

instructions for the government agencies, state owned organizations and
national critical ICT and Media infrastructure agencies during major cyber
security incidents.

i1) Provide preventive cyber security services for government agencies, state

owned organizations and national critical ICT and Media infrastructure
agencies.

The Ministry of Information & Communications shall carry out the following

responsibilities:

)

Govern and supervise the BtCIRT’s actvities.

1) Ensure that the BtCIRT has adequate capabilities in terms of human,

technological and financial resources.

11) Approve BtCIRT’s participation in global CIRT communities.

This Government Order has reference to the 104" Lhengye Zhungtshog held on
18 May, 2016 and shall come into force with immediate effect.

Sd/-
(Dasho Tshetring Tobgay )

Copy for necessary action to:

1.

Secretary, Ministry of Information & Communications, Thimphu

Copy for kind information to:

1.

SRS

Hon’ble Minister, All Ministries, Thimphu

Chairperson, Royal Civil Service Commission, Thimphu

Dasho Zimpon, Office of Gyalpoi Zimpon, Tashichhodzong, Thimphu
Secretary, All Ministries, Thimphu

PS to Hon’ble PM, Gyalyong Tshogkhang, Thimphu



